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eTAP 20G enhanced Traffic Access Point

with Pinpoint Packet Inspection™ and Real-Time Network Analytics

Benefits

100% Application & Network Visibility

Maximize the Value of Existing and
Future Network Investments

Pre-Instrument Network & Data Center
for 10G Monitoring

Monitor 10G Networks with 1G Tools

Enhance Security, Application
Performance & Troubleshooting

Features

10G SR or LR Optical Fail-Safe TAP

4 Monitor Ports -2 x 10G & 2 x 1G
Pinpoint Packet InspectionwI

Real-time, per-second Network Analytics
Simple Custom Filter Libraries
Web-based Interface & CLI

Bandwidth Microburst Detection

Timestamp using NTP or External
10MHz Clock

Latency Measurement with
Microsecond Accuracy

Snapshot Capture of Selective
Layer 2 to Layer 7 Traffic

Remote TAP to tunnel replicated traffic

Replicate Malformed Ethernet
Frames to Network Tools

Optical Signal Strength Measurement

10G Passive Optical TAP with 4 Programmable Output (Monitor) Ports

AE—
o eRw g

2 KFGQa 2y @2dzNJ ySig2N] K

This is actually a very difficult question for many enterprises, service providers
and government agencies to answer. The reason is two-fold:

1) there are too many applications and too much traffic to monitor, especially
with 10Gb/s Ethernet networks, to provide timely or meaningful monitoring
information, and 2) there are not enough access points in the network provide
application and network visibility.

Introducing the 1 10G TAP with 100% Application and Network Visibility
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problems and provides 100% application and network visibility by functioning

as the much needed 10G traffic access points, providing detailed network, per

second, network analytics and pinpointing any type of Layer 2 to Layer 7 traffic,
regardless of where the traffic is in the packet, at full 10G line rate, so you
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Pinpoint Packet InspectionT'VI
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technology, the traffic of interest is replicated to different monitoring tools

(e.g. IDS clusters, Data Recorders, Application Performance Monitors and

Protocol Analyzers). Unlike other TAP or filtering solutions which offer no or

limited visibility, the eTAP 20G makes identifying traffic as simple as doing a

web search for a keyword.

Value Proposition

A Decrease Total Cost of Network Ownership
by maintaining application performance, limiting unwanted traffic or
activities and quickly troubleshooting any application or network issue.

A Protect Confidential Irdrmation and Mission Critical Systems
by ensuring important company or government assets are not being
compromised from within or outside the organization.

A Meet or Exceed Compliance Requirements
by reliably keeping reports of transactions and communications for federal,
industry, or agency compliance requirements.
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with Pinpoint Packet Inspection™ and Real-Time Network Analytics

Maximize Visibility and Value Real-time Network Analytics

The eTAP 20G comes standard with two (2) 10G network Network Ports

ports and four (4) monitor ports ¢ two 10G LC ports and two R — @ " E——
1G RJ-45 ports. The monitor ports can be connected to 10G Sl : e - . . -
or 1G tools for security (e.g. IDS), performance (e.g. NetFlow Network Traffic

or sFlow analysis) and troubleshooting (e.g. protocol CEEES Carreat (5} ) PETEERISIEE (653 (£0=)
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analyzer or data recorder). The eTAP 20G includes a Zoms 2 E
management port for configuration, analytics and reports.
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traffic can be captured locally by the eTAP or be sent to a
remote monitoring tool, which eliminates the need to be on
location. Customers manage configuration as well as view “ico sy

_tcp_synack_a
tcp_synack_b

statistics and reports from anywhere using a web interface T
on a laptop or smart phone. -
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. . L Real-time Network Reports
Identify Relevant Traffic for Monitoring, Latency TCP Window Size Distribution: 14 Dec 2009, 19:26:40 - 19:32:04 (GMT-8)

Measurement and Bandwidth Microburst Detection )
There are 3 ways of identifying traffic using the eTAP 20G: “H ﬁ i) J
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9 Pre-defined filter criteria such as VLAN Tag, IPv4 or IPv6
address, TCP and UDP ports.

9 Simple custom filter library to create specific filters on
undefined fields or change the offsets when using | Hll |‘ s |
different encapsulations (e.g. FCoE, GRE, GTP or MPLS). ‘w.‘lzw \ M Il wa h"m v’ .”, "N ‘..“I r il"‘"ll‘lll) U'm a,.‘m , ‘.WJ ‘."." EN f, H‘ | ] -

{ Pinpoint Packet Inspection™ enables ASCII or HEX )
character string content-based search anywhere in the - L L L L
packet or at a specific starting point.
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Fit All | Selected: 19:26:40 - 19:32:04 | < 40 +6min> | current | live/pause

Time stamps can be added to traffic for latency
measurement. Bandwidth microbursts can be detected
using real-time, per second Network Analytics.

Specifications

Pre-Instrument 10G Networks and Data Centers Pinpoint Packet InspectionTM, Simple Customer Filter Libraries for

Data Remote Remote Filter Types FIX, MPLS, GTP, GRE, FCoE and Standard Layer 2 (Ethernet &
Recorder Analvzer Tool Statistics VLAN), Layer 3 (IPv4 & IPv6) and Layer 4 (TCP & UDP) Header
; % Information
2 x 10G Network, 2 x 10G LC & 2 x 1G RJ-45 Monitor, 1 x
Interfaces
10/100/1000 RJ-45 Management
o6\ 106G |16 Timing NTP or 10MHz External Clock
100 ¢ 240 V AC, 50-60 Hz, 60 W, -48V DC
Dimensions (H x W x D) M®T &  EM o wéorEn3&BBam x 33.27cm, 1 Rack Unit
Ak 1OGI 10G 9 Ibs, 4.08kg
i@ Operating Requirements 32t0 104 F,0to 40 C
Certifications FCC Class A, EN 55022 Class A
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