
              

 

 

MPLS Network Monitoring using Pinpoint Packet InspectionTM and Custom Filter Libraries 
An imperative for service providers to achieve 100% network visibility and exceed SLAs!

Executive Summary 

MPLS (Multi-Protocol Label Switching) is commonplace in 

todayΩs service provider networks.  MPLS eliminates the 

costly and time-consuming management of multiple types 

of networks (e.g. DS1, SONET OC-3, Frame Relay and 

ATM) and allows service providers to offer new services to 

their large enterprise and government customers.   

In order to meet or exceed SLAs (Service Level 

Agreements), service providers monitor their networks 

with tools; however, existing network monitoring 

infrastructure for data access does not support 

application or network traffic encapsulated in MPLS.  

RedDot Networks, using Pinpoint Packet InspectionTM and 

customer filter libraries, provides 100% visibility into any 

type of application or network traffic over MPLS 

regardless of where the traffic appears in the packet. 

Identifying Application & Network Traffic without MPLS  

Existing network monitoring infrastructure is limited to 

identifying traffic based upon fixed-offsets at Layer 2 

(Ethernet Header), Layer 3 (IP Header) and Layer 4 

(TCP/UDP Header).   To understand the limitation, it is 

important to describe how Ethernet works.  Since 

Ethernet frames do not contain any inherent timing, all 

Ethernet devices (e.g. Ethernet switches, routers, servers, 

and monitoring tools) look for the Ethernet Preamble and 

Start of Frame (SOF) delimiter before processing an 

Ethernet Frame.  Once a device recognizes that an 

Ethernet frame is present, processing begins at the 

Ethernet header, which is byte-offset zero.  

Standard Ethernet Frame containing application 

traffic over TCP/IP

 

Existing network monitoring infrastructure can only pre-

filter traffic based upon certain fields in the Ethernet, IP 

and TCP headers such as the source or destination 

Ethernet address, IP address and TCP port number.  

There is no ability to pre-filter traffic which does not 

appear at a known fixed-offset, which prevents service 

providers from identifying traffic at different offsets or 

traffic that can appear anywhere in the packet such as 

IPTV MPEG2 or MPEG4 I, B or P frames.  

Identifying Application and Network Traffic over MPLS  

Since the MPLS header is between the Ethernet and IP 

headers, existing network infrastructure, which only 

pre-filters based upon fixed-offsets, is not suitable for 

existing monitoring tools in MPLS networks.  The reason 

is due to the following:  

 All headers and data after the Ethernet header 

are no longer at their standard offset.  As an 

example, the IP Header starts at byte-offset 18 

when MPLS is present as opposed to byte-offset 

14 without MPLS. 

 Application and network monitoring tools may 

require the MPLS Header to be removed before 

processing.  Existing network monitoring 

infrastructure cannot remove the MPLS Header and 

re-calculate the CRC. 

Ethernet Frame containing application traffic over 

TCP/IP using MPLS 

 



              

 

  

Pinpoint Packet InspectionTM  

wŜŘ5ƻǘ bŜǘǿƻǊƪǎΩ Ŝ¢!t нлD ŜƴƘŀƴŎŜŘ ¢ǊŀŦŦƛŎ 

Access Point  and eTAG 320G enhanced Traffic 

Access Gateway address the shortcomings in 

existing network monitoring infrastructure by 

providing 100% application and network 

visibility using Pinpoint Packet InspectionTM and 

Custom Filter Libraries.  Pinpoint Packet 

InspectionTM enables service providers to 

identify, isolate and replicate traffic of interest 

anywhere in the packet (up to 9,000 bytes) to 

monitoring tools.   

Custom Filter Libraries 

RedDot NetworksΩ Custom Filter Libraries allow 

service providers to create custom filters to 

identify, isolate and replicate application or 

network traffic based upon fixed-offsets at Layer 2 

(Ethernet Header), Layer 3 (IP Header) and Layer 4 

(TCP/UDP Header) regardless of whether or not 

MPLS, VLAN stacking  or any other encapsulation is 

present. 

eTAP 20G enhanced Traffic Access Point 

 

 

 

The eTAG 320G can even dynamically session-load 

balance replicated traffic to multiple monitoring tools.  

Both the eTAP 20G and eTAG 320G can remove MPLS 

Headers and recalculate the Ethernet CRC prior to 

sending the replicated traffic of interest to monitoring 

tools for security, application performance and 

troubleshooting.  Both solutions can also add 

timestamps with microsecond accuracy from an 

external timing source to the traffic for latency 

measurement.   

eTAG 320G enhanced Traffic Access Gateway 

 

Conclusion 

Enhanced network monitoring infrastructure, with 

Pinpoint Packet InspectionTM and Custom Filter Libraries, 

is an imperative for  MPLS service providers to achieve 

100% application and network visibility as well as exceed 

SLAs.  RedDot Networks provides solutions which 

maximize the value of existing and future network 

investments. 


