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LTE End-to-End Monitoring using Pinpoint Packet Inspection™ and Custom Filter Libraries
A pre-instrumentation imperative for wireless service provider subscriber retention and growth!

Executive Summary

The global success of smart phones, combined with
the integration of wireless data into devices ranging
from laptops to 4G connected cars, has caused an
explosion in wireless data traffic. Wireless service
providers are scrambling to upgrade their existing
networks to LTE (Long Term Evolution). In order to
be profitable and retain subscribers, wireless service
providers must pre-instrument their LTE networks for
monitoring tools to ensure end-to-end connectivity
and service levels. LTE and traditional IP monitoring
tools will be overwhelmed with 10Gb/s Ethernet
backhaul and backbone networks without Pinpoint
Packet InspectionT'\’I to pre-filter application and
network traffic regardless of where the traffic
appears in the packet.

Evolution to the All-IP Network

Originally, wireless service providers focused
primarily on delivering high quality voice calls with
the goal of not dropping calls when handed off from
one cell tower to another. This was facilitated
primarily over TDM (e.g. E1 and T1) backhaul
networks, which inherently provided required timing
to ensure proper voice call handoff from one cell
tower to another. Over the past 10 years, wireless
service providers built out separate data networks.

LTE replaces the TDM backhaul with an all-IP
network, consolidating voice, data and video over IP.
To that end, providers continue to build out Ethernet
networks for their backhaul (primarily 1Gb/s
migrating to 10Gb/s) and backbone (primarily
10Gb/s) networks, while, at the same time,

maintaining legacy 2G and 3G networks.
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To seamlessly support legacy protocols, providers
implement circuit emulation services over Ethernet for
backhaul. Since Ethernet does not inherently provide
timing, providers are also implementing packet-based
synchronization protocols, such as IEEE 1588.

Levels of Monitoring

The advent of an all-IP network results in wireless
service providers monitoring 10Gb/s Ethernet
networks at three different levels:

1) Timing over Packet to ensure proper
synchronization and avoid dropped calls.

2) VolP, Data and IP Video (both broadcast and
streaming) using LTE and traditional network
monitoring tools such as protocol analyzers,
data recorders and voice and video quality
monitors.

3) End-to-End connectivity using application and
network monitoring tools such as application
performance monitors and protocol analyzers.
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Since all three levels require the ability to ensure
security, monitor application performance and
quickly troubleshoot an all-IP network, service
providers must pre-instrument their network with
traffic access points (TAPs) and traffic access
gateways (TAGs) for application and network
monitoring. Traditional network monitoring
infrastructure cannot be used for LTE networks since
it is limited to Layer 2 to Layer 4 fixed offsets,
resulting in the inability to pre-filter GTP, MPLS and
other encapsulated traffic as well as any higher level
traffic such as VolP or Video. Broadcast Video (e.g.
IPTV) poses an even bigger challenge, since the
MPEG2 and MPEG4 |, B & P frames can appear
anywhere in the packet.

Pinpoint Packet Inspection™ and Custom Filter
Libraries
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Point and eTAG 320G enhanced Traffic Access
Gateway address the shortcomings in existing
network monitoring infrastructure by providing
maximum application and network visibility using
Pinpoint Packet Inspection™ and Custom Filter
Libraries. Pinpoint Packet Inspection™ enables
wireless service providers to identify, isolate and
replicate traffic of interest anywhere in the packet
(up to 9,000 bytes) to monitoring tools. Custom
Filter Libraries allow wireless service providers to
create custom filters to identify, isolate and replicate
GTP, GRE, MPLS or any other protocol (or traffic) of
interest.

The eTAG can dynamically session load balance
replicated traffic to multiple monitoring tools. Both
the eTAP and eTAG can add timestamps with
microsecond accuracy from an external timing
source to the traffic for latency measurement.
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Conclusion

When deploying LTE networks, wireless service providers
must move beyond basic network monitoring and
troubleshooting tools to enhanced systems capable of
monitoring end-to-end network connectivity and
service/protocol interaction. Subscriber quality of
experience is a key differentiator in wireless service
LINE A RSNBQ oO0dzaAySaa Y2RSft
subscriber retention and churn. RedDot Networks
provides solutions which maximize the value of existing
2G/3G and future LTE network investments as well as
enhance monitoring to ensure the highest quality
subscriber experience and retention.
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